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Introduction

A Medical information systems were introduced into hospital
three decades ago (Journal of medical systems, SCI, 1976)
A 1t helps physicians, nurses, and administrative staffs in their daily

operations

A Healthcare Information systems in a medical center

Outpatient information system
Inpatient information system
Emergency information system

Picture Archiving and Communication System/Radiology Information
System(PACS/RIS)

Laboratory Information System (LIS)
Intensive Care Unit (ICULIinical Information System(CIS)
Ancillary systems
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A Computerbased Physician Order Entries (CPOE)

I Provide a single integrated view of the patiezgntered
clinical record.

ALYLINRO@S (GKS ljdzr t AGée 2F LI
decisions

A The healthcare information system (HIS) is a collection
of all iInformation in the medical center
I It is difficult to use a single software application to support

complex and varying requirements for patient care and
treatment

A The interoperability and scalability for the HIS are
Important



Motivation

A Healthcare information system is complex

(The Architecture of Enterprise Hospital Information Sysg485;Health information
systems past, present, future2006;Health informatics: current issues and challengegg)

I A collection of information systems

I System, data, and workflow integration with
healthcare IT solution providers

A The transition of HIS from
departmental/wardbased to hospital based
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A The requirements of Electronic Medical
Records (EMR)

(The Barriers to Electronic Medical Record Systems and How to Overcome Them
1997;Factors and Forces Affecting EHR System Adoption: Report of a 2004 ACMI
Discussion2004;Migrating to Integrated Electronic Medical Record: An Emprical
Investigation of Physicians' Use Prefere@@®9;EMR Adoption Model, 2010)

it NEofSYay OFyQiu FAYR LJ
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paper charts;

I The EMR adoption rate is really low
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A The HIMSS Analytics US EMR Adoption
az2zRSft xu

US EMR Adoption Model”

Stage Cumulative Capabilities F,,,a, Fma.
Complete EMR; CCD transactions to share data; Data 0 0/
Stage 7 warehousing; Data continuity with ED, ambulatory, OP
Physician documentation (structured templates), 0
Stage 6 full CDSS (variance & compliance), full R-PACS
Stage 5| Cosed loop medication administration

St 4

| Stage 2| O e e e e ot IMHEW
Ancillaries - Lab, Rad, Pharmacy - All Installed

Data from HIMSS Analytics™ Database @© 2010 N = 5166 N = S235

2010/3/19
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A The important issues and challenges facing the
healthcare information system in the historical
hospitals and medical centers

I Transition, interoperability and scalability for both IT
professionals and healthcare information employees.
A The complex HIS requiremerftacluding EMR)
have to be integrated into the workflow of the
HIS in the medical centers

I To provide a uniform view to hospital employees



Purpose

A The proposed architecture must

I Have the scalabilities during the transition of the
system, daily operations, system maintenance, and
future requirements

Can integrate healthcare IT solutions
Adopt medical standard to achieve EMR requirements
~ault tolerance and high system availability

ntroduce into medical center to prove it has the
practical values

I High system performance
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The HIS Problems and Visions

A The revolution of HIS
A Problems and Visions
A The proposed SOA HIS



The revolution of HIS

A The first successful computerized medical
Information system
I El Camino Hospital (1971)

I Physicians, nurses, and administrative staff use
the system as part of their daily activities.

I IBM 370 series mainframe computers with 1IMB
memory

I Using two 50k analog phone line to support Ralph
K. Davies Medical Center

I Journal of medical systems (SCI, 1976)
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A Johns Hopkins Hospital (1986)

I Using Ethernet to integrate inpatient, outpatient,
emergency and ancillary systems

I Use a central and lorgrm database (LTDB) to
share clinical data between systems

I Complex environment



ohns Hopkins hospital LTDB
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Figure 1. Long-term data base (LTDB) network diagram. The centrally located LTDB ensures accessibility and
2010/3/19 integrity of shared institutional data. The network supports integration of the LTDB with the data bases and 14
functionality of all other systems.
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A Clientserver architecture

I Based on the Personal Computer (PC) and
Ethernet network

Intranet
; Sarver
Client
' jent in the sur
. . . ration cantral
) i 8 ERE )
¥ |
< —
. - __J
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A Web-based hospital information systems
(2000)

I Use Web browser as the user interface to
communicate with the Web server

I Embedded ActiveX components communicate to &
SQL server through ODBC

I This Is still based on the clieserver architecture



Web-based HIS in 2000s

Client Side __Server Side
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Figure 1: The Client - Server Implementation Using ActiveX
Components
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summaries

A The architecture of HIS is based on the computer
hardware and software.

T Mainframes
I Minicomputer with UNIX
I PC and Unix/with cliemgerver and Wetbhased

A A longstanding medical center has systems of
various architectures

A The main problem is how to integrate the
different IT architectures and systems using a
scalable new system architecture.

A Our motivation



Problems and Visions

A Problems

I (1) The transition and complexity of HIS
requirements

I (2) The scalability of system performance, capacit
and maintenance

I (3) The adoption of the EMR
A Visions



(1) The transition and complexity of
HIS requirements

A HIS is a collection of information systems
which supports the medical workflow and
data integrations.

A The transition from departmental or ward
based systems to institutional/hospit@hsed
systems

A According to this 2 issues, the HIS integration
IS hard to achieved.



(2) The scalabllity of system performance,
capacity and maintenance

A The traditional systems have limitations:

I Mainframe, clientserver, Wekbased with single
database repository

A No solutions can achieve usenaware system
maintenance or upgrade

A Centralized database architecture lacks the
scalability for the future



(3) The adoption of the EMR

A The problems of the paper chart:
i/ FyQd FTAYR 0UKS NBO2ZNRZ
I No space to store the paper chart

A Only 0.7% to reach the stage 7 of EMR in US,
2009
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AVisions

I Propose a HIS architecture which can

Asolve the problems described above
I Transition
I Integration
I Scalabllity
I EMR
Afulfill further requirements



The proposed SOA HIS

Al OO2NRAY3I 02 UKS LINEOC

| we propose a scalable healthcare information
system based on the health level seven (HL7) and
serviceoriented architecture (SOA) which called
a{h! | L{E¢

A (1) Why SOA
A (2) Why Web Services
A (3) Why HL7




(1) Why SOA

A Serviceoriented architecture
I A design style
I A way to define an IT infrastructure

I Regardless of the operating systems or programming
languages

I A collection of services with stateless
A The healthcare requirements

I The heterogeneous healthcare IT solutions integration
A¢KS {h! LINRLSNIE&yYy SEOKI y.

I Different applications, different operating systems,

different programming languages

A (ServiceOriented Architecture,” in Understanding SOA with Web servoes, Towards a Serviee
Oriented Architecture for Interconnecting Medical Devices and Applical663)



(2) Why Web Services

A SOA need a collection of services with stateless

A Service can be implemented using
I RPC, DCOM, CORBA, Java RMI, Web services

A The Web services
i/ by 0S gNRGOUSY Ay [ 12 Wl
I Can be consumed on different platforms (OS) with

different programming languages

A (Web Servickased Healthcare Information System (WSHIS): A Case Study for
System Interoperability Concern in Healthcare Fi)@G Towards a Serviee
Oriented Architecture for Interconnecting Medical Devices and Applical60%)



(3) Why HL7 (Health Level 7)

A An application layer protocol for healthcare

A The messaging based standards for exchange
of clinical and administrative data among
healthcare information systems

A The healthcare information system in medical
centers

I Three main systems and ancillary systems must
collaborate/integrate with each other
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A HL7 is the standard used to be adopted into the
SOA based healthcare information system

A HL7 is an application layer protocol
I Can be implemented as any kind of programming
language and platform.
il O0O2NRAY3I (G2 GKS aSOiAz2y
Implementation HL7 based on the Web services.
A The EMR: HL7 CDA (clinical document
architecture)

A (Implementation of HL7 to clieserver Hospital Information System (HIS) in
the University of Tokyo Hospitdl996;Interoperability of hospital information
systems: a case stud003)



The HL7 SOA HIS

A Healthcare information systems have transition
problems and have to integrate heterogeneous
systems, the scalable requirements, adopt EMR.

A The SOA brings the integrating benefits of
heterogeneous systems and system scalabllities

A The SOA needs Web services to realize

A The HL7 over Web services supports the SOA
Implementation and integration among the HIS and
healthcare IT solutions which also eliminates the
heterogeneous problems

A The HL7 has the benefits to adopting EMR based on
the HL7 CDA.
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ServiceOriented Architecture (SOA’

A According to the problems of HIS, we choose
SOA to design our new HIS.

A Serviceoriented architecture
I A design style
I A way to define an IT Infrastructure

I Regardless of the operating systems or
programming languages
I A collection of services with stateless

A (ServiceOriented Architecture: Understanding SOA with Web sern285:A New Blueprint for |,2005;
Service oriented architecture (SOA) a new paradigm to implement dynémugiress solution006)



SOA implementation

A Services

I SOAP, RPC, DCOM, CORBA, Java RMI

I Web Services

A Services language:
ifaAONR&a2T7TI

®b9Oc¢C
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A SOA service consumer and provider

Service
Consumer

Service Request=-4»

Service
Provider




The key technical characteristics
defined for SOA HIS

A We define four key technical characteristics
which can be used to solve the problems and
achieve the visions of the HIS systems

I Services

| Interoperability

I Flexibility and scalability

I Fault tolerance




Services

A Considerations

I We planned to renovate each system at different time,
so the service reusability was one of the key
considerations

I Communicate with thireparty systems,
Java/C/C++/MS Visual Basic/.NET Framework

A Web Services provide a standard communication
protocol, SOAP

I Can be used by any kind of programming language

I Almost all of the operation systems can provide the
platform for SOAP



Interoperabllity

A The ability of two or more systems or
components to exchange information and to use
the information that has been exchanged

A There are many ancillary systems that have to
Integrate with each other to provide an
Integrated view

I Outpatient, inpatient, emergency systems
I Pharmacy system, nursing system, vital sign
I PACS/RIS, laboratory information system

A Must have the adaptability to extend into an
EMRready system



Scalablility and flexibility

A We do not know about the system scale in the future
(requirements, application servers, database servers)

A We do not know about the computation power needed

A The scalability and flexibility during the healthcare
transitions

A The IT department buys different brain servers and
computational powers during the rightsizing steps

A The hardware and system upgrade, maintenance must
be userunaware with no service downtime



Fault tolerance

A Traditional mainframe and cliefsterver
architecture have less fault tolerance
I Not enough robustness for the misstontical
systems

A For the new SOAased HIS, we have to provide a
highly fault tolerant and distributed architecture
for the medical system

A The services for the SOA HIS must provide high
avallability and the servers must be redundant to
achieve high availability



The flexible architecture
Ydza i Fdzft FAf ®

A Provide for seamless system integration
between the new and old systems

A The scalability of the database to provide
access to multiple databases

A The hardware scalability and usenaware
maintenance for the SOA HIS system

A Provide high faultolerant services, and
adding or removing services during the projec



HL7Central: The Web serviees

based HL7 abstraction layer

A{OFNIOAY3I FNBY G{ SNIAC
requirements

A Using Web services as our interface for the
SOA HIS database

A Health Level Seven (HL7)
I Version 2.5, ANSI standard

I A message based application protocol with
requestandreply application model

I Implement using Web services



HL7Central: The Web servidessed
[T T O0&AUNY QUAZ2Y

A HL7Central
' Based on Microsoft Internet Information Services (I1S)

version 6.0

Service provider
The data abstraction layer for the SOA HIS

WebUI

(Service Consumer)

Construct HL7
Object

L7 Object Serialize
into HL7 XMI

Y

HL7Port Web
Service Request

...... SOAP Request--9m

(a) Service Request

HL7Central

(Service Provider)

WebUI

(Service Consumer)

(b) Service Response

HL7Central
(Service Provider)

Handle HL7
Object Request

Handle HL7
Object Reply

Construct HL7
Object

HL7 XML DeSerialize
into HL7 Object

HL7 XML DeSerialize
into HL7 Object

|

HL7 Object Serialize
into HL7 XMI

v

HL7Port Web
Service Receive

HL7Port Web
Service Receive

(g ---SOAP Reply------1

HL7Port Web
Service Response




HL7Central: The Web servidessed

| | T
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A HL7 messages based on XML encoding over

SOAP

I A Web services based on the SOAP

WebUI sent HTTP POST

POST /HL7Central_|IS/Central.asmx HTTP/1.1
Host:  hiswsvc

Content - Type: text/xml;
Content - Length: length
SOAPAction : "http://localhost/HL7Central/HL7Port"

charset =utf -8

<?xml version="1.0" encoding="utf - 8"7?>
<soap:Envelope
xmins:xsi  ="http://www.w3.0rg/2001/XMLSchema
xmins:xsd ="http://www.w3.0rg/2001/XMLSchema"
xmins:soap ="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body >
<HL7Port xmins ="http://localhost/HL7Central/">
<HL7Input>string</HL7Input>
</HL7Port>
</ soap:Body >
</ soap:Envelope >

- instance

HL7Central reply

HTTP/1.1 200 OK
Content - Type: text/xml;
Content - Length: length

charset =utf -8

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope
xmins:xsi  ="http://www.w3.0rg/2001/XMLSchema
xmins:xsd ="http://www.w3.0rg/2001/XMLSchema"
xmins:soap ="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body >
<HL7PortResponse  xmins ="http://localhost/HL7Central/">
<HL7PortResult>string</HL7PortResult>
</HL7PortResponse>
</ soap:Body >
</ soap:Envelope >

- instance"




The service groups

A To achieve scalability and fault tolerance for
the SOA HIS, we define the service groups an
divide the servers into several service groups

A Services with layer 4 switch
I Load balance mode
I Activestandby mode




SOA HIS service groups
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SOA HIS service groups

A (1) Portal service group
I The Webbased login page

A (2) Authentication and Authorization (AA) web
service group

I Provide authentication and authorization to the portal
service group

I Also for outpatient, inpatient and emergency WebUI
service groups

I Provide Enterprise authentication for the thiarty
applications such as PACS

I A singlesignon mechanism of the SOA HIS
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A (3) Authentication and Authorization (AA) Win
service group
I A Windows service program

I Recelves the AA Web service group real server
requests and processes the authentication and
authorization requests

A (4) WebUI service groups

I Provide the main CPOE interface to the physicians
and nurses.
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A (5) HL7Central service groups

I Recelive requests from WebUI real servers and
relay the queries to the SOA HIS database

I The HL7 messages in the XML format

A (6) IIS State Server service group
I The s:essiAoQ state i§ usgd to store an HTTP Sessic
OSUBSSY UKS dza SNXa O NZR.
I ASP.NET State Service (InProc, SQLServer, Cusic
Off)
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A (7) Data Exchange Central

I Handles data exchange and data synchronization
to the other systems

I WebUI, related ancillary systems, and third party
systems do not need to know about the data
Integrity behind the HL7Central.



Data exchange and its procedures

|_ __________________ 1
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Communication between

service groups

AA Web AA Win State | DataEx.| SOA HIS
Portal Service Services | Web Ul | HL7Central Sarver | ‘Central’ | Database
Portal
AA Web Web
Service Service
AA Win X NET
Services Remoting
URL Web
Web Ul | redirect |  Service X
Web
HL7Central X X X Service
(HL7TMSG)
ASP.NET
StateServer X X X Session X
State
Data-Ex.
Central X X X X TCP X
SOA HIS X X Oracle X Oracle X Oracle
Database Client Client Client




SOA HIS service groups
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Service group name and
virtual/real server settings

Vvirtual 1F

REIce Lroup 1 FQDNof VIP | XIHIEes Layer4 Mode IPof RealServers
PortalServices | Portal 19216812 |LoadBalance/ | 1321682.1
AAWebService |WebAA | 19216813 |L9adBalancel = |1921683.1

AAWin Service | WinAA 19216814 | pSivestandoy) | 13216841
Oupatenwenu [awebur | 1sz16a1s | FBRAMEE | 19316RSH 10BIAHE2
QUEHE | orrcewa | 19216a10 | EEEIMNSHhond 1B 1ERRY AR
QUPESTL, | oswesene] 10210017 | POREAERN | 19316873
oasenwebur | webu | 192acars | bosdEapish, | 1921688 10B1RE7
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The seqguence diagram of SOA HI
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The scalability and adaptability
of SOA HIS: An Empirical Study

A (1) The scalability and adaptability of the SOA
HISduring the transition of NTUH rightsizing
project

A (2) The scalability and adaptability tof
service groupi the SOA HIS

A (3) Thedatabase scalabilitgf the SOA HIS

A (4) Thehardware scalabilitand adaptability
of the SOA HIS




(1) The scalability and adaptability of the SOA HIS
during the transition of NTUH rightsizing project

A Three main rightsizing steps:
I Outpatient, inpatient, emergency system
A First stage: outpatient rightsizing
I Outpatient: new SOA HIS system
I Inpatient: IBM mainframe with PCS and IMS/DB

I Emergency: HPUX with Sybase database, ebenter
application

I New patient registration from outpatient were also
added to the inpatient and emergency system through
the HL7Central and the Data Exchange Central
processing



(1) The scalability and adaptability of the SOA HIS
during the transition of NTUH rightsizing project
602y 0 QRO
A Second stage: inpatient rightsizing
I Inpatient system was integrated with the

outpatient system using HL7Central to access the
SOA HIS database and thpdrty databases.

I No data exchange requirements between
Inpatient and outpatient systems

I Data exchange process can be disabled in Data
Exchange Central, so that WebUI and HL/7Central
developers do not need to recompile and
redeploy their systems



(1) The scalability and adaptability of the SOA HIS
during the transition of NTUH rightsizing project
602y iQRU
A Final stage: emergency system rightsizing

I Emergency system integrating into SOA HIS

I The code for data exchange was disabled in
HL7Central

I Data Exchange Central no longer receives patient
registration requests from HL7Central

I The WebUI developers still do not need to know abou
the complex data synchronization work behind the

backend

I This kind of scalability for SOA HIS reduces
development time and gives a method of assigning
work to programmers



Scalabllity during rightsizing project
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(2) The scalability and adaptability of
the service groups in the SOA HIS

A 7 New outpatient service groups (January
2006)

I Portal service, AA web service, AA win service,
outpatient WebUI, outpatient HL7Central,
outpatient State Server, Data Exchange Central

A Add 2 inpatient service groups (February

2007)

I Inpatient WebUI, inpatient HL7Central



(2) The scalability and adaptability of the
ASNDAOS ANRAzZLIA AY
A Add 2 emergency service groups (February 2009)
I Emergency WebUI, emergency HL7Central

A The procedure to adding service groups
T Install server hardware and Windows 2003, .NET, IIS 6

I Define virtual IPs and fully qualified domain names (FQDN
for WebUI, HL7Central

I Define and assign real servers to the WebUI and
HL7Central groups

I Configure layer 4 for the virtual IP, real server services, ant
the operation mode

I Deploy emergency software applications to the WebUI and
HL7Central



Server components and layer 4
configurations

Layer 4 Service

S SOA EI? Enabled Mod LB _ Real servers
. t
EIVEr ROIES nabie ode matrix Prod.Env TestEnv Dev. Env.
Portal V L.B P-Hash A 1 1
AA Web Servicg V L.B L-Conn. 2 1 1
AA WIn Service V A.S P-Hash 2 1 0
Web Ul V L.B P-Hash 12 1 1b
; HL7Central V L.B L-Conn. 12 1 (03
Outpatient StateServer \Y/ A.S P-Hash 2 qa Qv
Web Ul V L.B P-Hash 6 1 (03
_ HL7Central \ L.B L-Conn. 6 1 o°
Inpatient
StateServer \Y A.S P-Hash 2 0?2 ob
Web Ul V LB P-Hash 3 1 o
£ HL7Central V L.B L-Conn. 3 1 ob
mergency StateServer V A.S P-Hash 2 0?2 (0
Data Exchange Centr V A.S P-Hash _Z | T 1 | T 1]
Oracle RAC Oracle RAC Oracle
Oracle Databasé X Oracle L.B Oracle RAC Database Databasé Databas¢
Solaris 9 Solaris ¢ Windows

A

pbreviations

L.B load balance

A.S ActiveStandby

P-Hash Persistent Hash

L-Conn: Least Connections

0P: use P as the same server

0% use ® as the same server

Prod. Env: ProductionEnvironment

TestEnv: TestEnvironment

Dev.Env: DevelopmenEnvironment




(3) The database scalabllity of
the SOA HIS

A The SOA HIS has the ability to extend the
databases based on the HL7Central service grou

A The PACS/RIS
I A third-party system

I PACS has its own database which stores the patient
Images index and related information

I RIS has its own database which stores the radiology
schedule and reports

I Physicians can see the PACS/RIS in the integrated vie
of the WebUI




(3) The database scalabllity of
0KS {h! 1 L{ o

A Access log database for the patient privacy
| After the second stage of inpatient rightsizing

i¢2 f23Y HKAOK SYLX 2¢& S NJ
records at what time

I MySQL database version 5.1.29 built on FreeBSD
/.1 running on a PC server

I Dual Intel Xeon® 1.6GHz Q«@dre with 4G
memory

I About 60,000 recordsinonth



(3) The database scalabllity of
0KS {h! 1 L{ o

A The Electronic Medical Record (EMR) of
Department of Health (DOH) in Taiwan

I A public key infrastructure (PKI) based medical
electronic certification mechanism

I Use another database schema stores electronic
medical records

I Reuse HL7Central to construct the EMR
iInformation, fast developing



(3) The database scalabllity of

U KS

{ h!

| L {

HL7Central
Service Group

RIS
Database

SOA HIS
related Schema

SOA HIS
EMR schema

Access Log
Database

14

O !



(4) The hardware scalability and
adaptability of the SOA HIS

A Before the first stage:
I Sun Fire 12000 with 18ltraSPARGI+ processors
I IBM Blade Center HS21 with 2G

A Before the second stage:
I Extended 8 SubltraSPARD/ processors
I IBM Blade Center HS21 extended to 3G

A The users were unaware of the upgrade activity

A Before the third stage:

I Bought new x86 based Dell blade servers prepare for our
emergency system services

I This installation smoothly with no effect on our outpatient
and inpatient services
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Software architecture

C HIS WebUI (Browser) (Embedded ActiveX))

HL7MSG ﬁ F
over SOAP @ \/_ |

HTTP
Request/Response HLIMSG
(4-tier) over SOAP
(3-tier)
( SOA WebUI Server Farm)

C

HL7Central Server Farm

y

Database
Connection

C

SOA HIS or Third party databases )

n -
) BT TAS THEH
T AL
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{2TFTU6F NBE I NOKA I

—" T

4Au- |Web-based Physician Order Entry (WebUI)

i

BABSTEE VR AP
EiERE 2008/03/20 FEPRER A EX | =W ME

[sheesise| BHGn || EBHM | BOWHY | SRED | KMEX | AR | GoRK |88 CEHEE DEE

EARsE HEARE | B2 || 2EEH a A 5 R
HitfEZE BFLH | LHEE | HEEE | @ StdyVlewerApplet - Windows Internet Ex... Q@

v Y- | 2 [%5 [
B (€15 | :
e e B O R S I - - GTEOQ~ @
N | w2 x5 ot ay pE ] & B8 8 RO GTRO- @
= = = PACS Image
TR B D& Fres 9
O 535.50 Gastritis
[ M 239.0 Liver Tumor | 2@ EF |
'€ |Laboratory Report
B0 Bt B AR RS
| £ FEplos B 18U JH & FEuhos 2 IR
THE: 1083578 PACSH® PACSHE MBES EXD
EE e BRiE
AFS+Culture #1 Acid fast bacilli - negative * (050§
HB 12.3~18.3 |15.6 g/dL (0430) 16.6 g/dL (032 |
HCT 39-~-53 46.9 % (0430) 49.4 % (0321)
MCH 29.3 pg (0430) 29.5 pg (0321)
MCHC 30~36  [33.3 g/dL (0430) 33.6 g/dL (032
MCV 79~99 88.2 fL (0430) 87.9 1L (0321)
PLT 120~320 |147.0 K/uL (0430) 138.0 K/uL
PS 0.0 (0430) 0.0 (0321)
RBC 42-62 [5.32 M/uL (0430) 5.62 M/uL (d
WBC 40~11  |6.57 K/uL (0430) 4.8 K/uL (03
| RDOW-CV 11.5~14.5 [13.8 % (0430) 14.2 % (0321)
5 & @ mmE|x & @ MR @ =100 - o
f 5 @ R - T =
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Hardware architecture

A 2 firewalls
A 2 layer 4 switches
A 2 layer 2 switches

A Oracle database with Real Application Cluster
(RAC)

A Dual power for every server






